Scripting and Object Models: JavaServer Pages


Introduction


You have seen how Java can be used to write both applets - which are run in a client’s browser - and applications, which a user can run directly on their machine.





For web applications and services, it is also important to be able to create programs that run on the server. This lab will look at the basic JSP language and simple database access using JDBC. Among many other things, it won’t cover security or session-based transactions.





Notice that although Jasper doesn’t need to know which JSPs exist when it first starts, it does need to know where it should look for them when they are requested by a client. In this lab the JSP scripts you will write should be placed in your webcgi directory and given the appropriate permissions (world readable, 644), which means that Jasper (and hence Tomcat) must be restarted with a list of user ids and directories. This will be done only at the start of the lab session.





You will need to answer individually the numbered questions below and submit them as part of your portfolio on disk.


Questions





Question 1


Modify insert.html so that the text will be in italics. What happens when you reload the page, and why? How can you get the page to show the change?





Question 2


What is “insane” about the snippet above? Why does it work?





Question 3


Using common sense and the snippets above, create a form and script that let you answer questions like “Who’s a fan of Dangermouse?” (hand in as querydb). What happens if you search for a character not in the database?





Question 4


For the brave: in querydb, instead of SQL’s SELECT,  try using UPDATE so that people can change their entries - something like “UPDATE STUDENTS SET FAVECHAR='Elmo' WHERE ...” (hand in as updatedb).





Try setting (or searching for) your favourite characters to be “Bill’n’Ted” (with the apostrophes) - what happens? To cut a long story short, the single quote ' has a special meaning in SQL, so to use it in a literal you must use an escape sequence, which is “''” (two single quotes).





You should also have noticed that the code I’ve provided deals appallingly with an apparently reasonable request. Which is why you should always be thinking about what could go wrong (what else might fail in this example?) and including suitable exception handling.





Question 5


Add a suitable try-catch block for this case to your code (you should be throwing an SQLException). 


As “Sooty’n’Sweep” is an entirely reasonable value, you should ensure that your site can handle it, by searching through the users input and ensuring any apostrophes have been doubled up. Describe where in the system this could and should be done, and why. Implement your recommendations†.


As question 5 doesn’t depend on completion of question 4, you can submit the code changes within either the query or update components, as long as it’s obvious where to find them. Strictly, they should be in both though, right?  


Summary


In this session you have had a cursory introduction to JavaServer Pages. Generally the focus has been on those aspects that also apply to normal Java, such as JDBC.





You may recall that JSP was introduced as a way to separate code from content in server side scripting - but is HTML with bits of Java scattered through it actually that much of an improvement over plain Java with bits of HTML hiding inside it? One important feature of JSP that has not been mentioned is the notion of creating tag libraries, which allow the high-level code functionality to be described in HTML-like tags, while the actual code that implements it is kept in a separate file. In particular the JSTL (JSP Standard Tag Library) provides a set of tags for common tasks, such as database connectivity. We don’t deal with them here as they don’t look like Java at all, so it’s a bit like having to learn yet another programming language...


References / Further Reading


G. Bollinger and B. Natarajan: “JSP™: A Beginner’s Guide” Osborne/McGraw-Hill (2001)


ISBN: 0 07 213319 8 [Assumes some familiarity with Java]





S. Holzner: “Sams Teach Yourself JavaServer Pages in 21 Days” Sams Publishing (2003) ISBN: 0 672 32449 0 [includes basic Java and detailed API reference tables]





JSP: 	  http://java.sun.com/products/jsp/





Tomcat: http://jakarta.apache.org/tomcat/index.html





Taglibs: http://jakarta.apache.org/taglibs/index.html





DBTags:


http://jakarta.apache.org/taglibs/doc/dbtags-doc/intro.html





Other:    http://phsgi-02:8080/index.html





--


J.J. Nebrensky    26/01/2005


† As e-Commerce professionals (and comp.risks readers, I hope) you are all familiar with “SQL injection,” right? What other security measures should your servlets take? (This is not part of question 5.)
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